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1. The £ifih aaeetlqg of the USA Classifioatian Adriaaory Panel waa called to 
order ly Gol» Oao* K» Caa^bell, Adjutant General, at 0630, 25 February 1^^, in 
Roo« 19-02* The fdUoidqs ''^^re prsaents 

Ool. Gao« £• Cao^dMll AG 

Mr. waiUlam F. Friedman S/ASST 

Mr. D. D. Croehory C/SEC 

Mr. F. E. Oanamore PHOD 

ifaj. «. R. Carson P/P 

Mr. S« W. Bayn^da SEC 

MaJ. V. T. Oomor SEC 

Mr. L. D. GaUioahos TNG 

2. Mr. Raynolda reported briefly on tw> proposed dlreetivea to be issued 
by the Seereb a xy of Defmae. The one ia deaid^d to proteet trade inibrnrtlon 
irecelTed from contra etors and will contrdi the uae and preservation of Department 
of DefMMe infSomation that does not fall within the pinreLetr of ExeeublYe Order 
10501. Thia direetltre ia peralBslve in natura and baa been accepted by the Air 
Force and the Any. The othsr direetlee, Mtaicii ia being ataffed now, ia de- 
signed to got around the <d>Jeotlon of having to stote eU GCHlPIOeMTIAL matter 

in 3-ooatoinabiqn safes. It will permit the uae of a term such as OCNPIDENTZAl/ 
MODIFIED or OQMFIDENieiAI.— MODIFIED HANDUNG AUTHCRIZED and idll deal with 
modification in tranamiBai<m, safekeeping, and dissendietlon. 

3. Review of the proposed golds Unas for use by originators In determining 
the da saifLcat ion of m^eriala was conqpleted. It was agreed that the document, 
aa revised, would be forwarded to the manbera of the daaslfloatlon Advlscry 
Panel for their coneurrenea and will then be forwarded to USGIB. 



4. The meeting adjourned at 1030. 

5. Uadaesilied when inclosure is removed. 
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caJiaE UNSs for sf.c'jritt ciAnsiracATioH 

Section 



CSNERAL 


1 


TOP 5KCHET CODEWORD 


11 


TOP SECilEP 


m 


SiCHET COOEWORD 


IV 


SECRET 


V 


CONPlDEIfTlAL 


VI 


UliCZJU^JPlEO 


TO 



SECTIOS I « Cg3iBtlAL 

1. The olassiiyiiig of infomatlon and material within the Na^onal 
Security Agency ia an involved anl complex problem. Every docuinent to 
be elaesifled must be considered as being unique and one vrhose elassifi- 
cation is dependent on factors existing '.-dthin that document alone. The 
decialMi as to the proner clasalfication of a document camiot arbitrari- 
ly be determined by referral to otbor documents or to specific rules and 
x>egulations. Each item of infonnntion or material natst be adjudged solely 
on its avm merits and shall be classified according to its own content, 
niora are, however , certain basic prinoi|ides of olaseiflcation which vdll 
be of asslatance to Individuals within NSA in the solution of their dassi- 
fication problaas^ and it is nrorxssed to consider these basic principles 
in this document. 

2. As a basis for dl ossification, it is necessary that all personnel 
be thoroughly converaant vdth the security classifications established fcy 
the Oepartmei* of Defensei TOP .'3ECRCT, ^-ECRI'T and COflFIiJENTlAL (it will 

be noted as of 15 December 1993 the classification category HET'THICTED 






SECRET 
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was AoliAed tar/ Prostdentlal Decree). By definition Uiese security 

elassifleations can be stated as foUowst 

a. Too Secret t Except as may be excresaly provided tay statute^ 

the use of the dasallloetlon Top Secret shall be authoil^ed, tay af^ropri* 
ate tiubhoritj, only for defense informatioa or material which requires the 
highest degree of protection. The Top Secret classification shSU be 
aoplied only to that infoimaticm or material the defeise aspect of which 
is paramount , and the unauthorized disclosiare of Hhioh could result in 
exceptionally grave danage to the Nation such so leading to a definite 

break in diplomatic relations a'^feeting the defense of the tAiited States, 

an armed attack against the United States or its allies, a war, or the 

oompromiee of militaxy or defense plans, or inteUlgence operations, or 
sclentifte or technological develorraants vital to the national defense. 

b. Secret t Except as may be expressly provided by statute, the 
use of the classification Secret Aall be aubhorlKed, tay appropriate 
authority, cmly for -iefenso information or material the unouUMrlzed 
disdioeuro of whiA coUld result in serious damage to the Ration, such as 
by Jeopardising the international relations of the United States, 
endangering the effectiveness of a program or policy of vital importanco 
to the national defeme, or oomiHKmdsing important military or defense 
mans, seiMitlfie or technological develooments important to national 
defense, or infbrmatlon revealing important intelligence operations. 

C/onfldertials Except as may be expressly provided tay 
statute, the use of the masslfleatlon Confidential shall be authorized. 




0 




4th Bevisloni 25 Feb. 54 

( 

by appmpirlate aubhorltyf oiily for defsxse infornialbloii or neiterlal the 
unauthorized dlaoXosure of vhidi could be prejudicial to the defense 
inbereste of the natioiia 

3* Within the Nationsil Security Agency we Ruet wovide even more 
safegnarde to our aetielbiee than are provided for under the standard 
secutlby oiLaesi float lone* Before aiqr official 'genoy information ie to 
be dlssendnated ittassStbe determined ^at the recipient baa a need-to-Iosoif. 
Even thouidi an item of inforaatlon may be unclassified it will not be 

dlaeussed vdth anyone unless that person has an official reouironent for 
the Iryfoimation eonoemad. 

4« Beytmd the bafiic {Ossifications eetablidied by the OepertmeiA 
of Defense, vie recognize tdiat idLthln the National Security Agcmcy, there 
ore soeoial classifioatlone which must be considered separately due to 
their inherently eensltive nature. Theee ore the elaseiflcations pertain* 
ipg to conmunlcations intelllf'ence and are identified by the asal0iaent 
of a distinctive code word* 

5* The dasaiflcation of CCMINT Involves two dletinet consideratiotai 
the security of the information contained within an individual doetaoenb and 
the socinrity of Uie source from vd)i(d) this infomiatlon was secured. Either 
or both considerations 'iay affect the classification, dependent upon 
whether the information or the source is the more sMUitive* Initially, 
COMINT comes to this Agency as raw traffic which has been ifttercented by 
field station activities throui^out the world, 'fois truffle ie dasei- 
fled COI^IOENTIAL until such time as aigr analytical processing is begun. 
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Pros the oroeessing of this raw traffic, we derlTe three types of 
infomatlont 



a. CzTpt InbeUigenee tMeh resulLe fros sueeeseiyil amlylslo 
and ^utloa of the aysbema which were ntilieed by the ozdglnators to 
protaefe the traffic daring its trsnsialssioa. 

■ b« Traffic iAbeUisiSicd vhleh resolte f xom the cfttocossful 
analysis of the external diaraeterisldes of the enciphered or encoded 
message. 

e. Infomatlon that Is dezlved from analysis of plain text 



traffic. 

6. Information derived from these three proeeases (oxypt<dxtelligence, 
traffic inteUlgenee and olain text analysis) is divided into three seevrity 
categories. 



a. Categoiy HZ COeiZNT is of the highest dasailicatiQa and 
most sensitise categoiy and is applied to titat materliOL whose scuree 
must be protected at all costa. In ganeral, this vlU IwfLude infonnatioa 
derived from crypt intelligenoe (except tor certain specifically exaomted 

land traffic InteUlgenee of 



categories)!^ 



certain hi^ level systems tdiich have been predetermined by existing 
directives to fhll within this category. It is this maberisl in Category 
HI which is emsidered to be tCP Codsvord. 

b. Categosy II OOMZNT is less sensitive than the preceding 
category and ia one whose material can by acceptance of a ealeulated 

risk be dLeeeminated vdtiwut over-riding concern fur the security of 

EO 3.3(h)(2) 

(b)(3)-50 use 3507 



c^- jh -ry rr^ 
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the eoupoe. This catesorjr vdll incltide trafflo inteUl^noe which has 
not been specLfically placed into other categories and ciypt intelligence 
resulting traa the solution of certain low leTel codes and other security 
aystema* It is this mutual in Gategoxy II whidi is considered to be 
r.ECRET Codeword* 

c* CategooT’ I GOUilNr is edb;)eet to the least restriCtiTe reg^ 
lations of the three categories and will incslude certain tgrpee of low level 
CO^ONT that will be predetepmined by existing directives* Material in this 
cutegozy will be dassif led COHPIDi'KTZAXi without the use of sny codeword* 
Extrem care must always be utilised in pLooing OOMIMT in this category* 

(See paragraph 7, Section 71 - OO^IDSNmLt) 

7* In addition to these categories, there are certain other basic 
statements thei are acceptable as guide lines in determining claasilloationi* 

a. COMIt<iT will nomally be considered ae falling within Categoiy 

III except for such specific systmim as have been louiually agreed opem ty 
and the U*S« to be down«graded to Gategcry II. This list is available 
in PROD <NSAf-062I). 

b* Standing operating procedures, personnel reports, organiaa** 
tional <diarte and instructions manuals governing respective CG41N7 organi- 
zations vdll be classified according to the information contained therein; 

I 

those indicating operational capacity or success viiU be dassifisd at 
least SECRET* 

c* The problem of dasslfying organizational chaise ie considered 
to be auffieiently sensitiTe to .'nerit review by the Security daseifieation 

SECRET 
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PiaiMl* Charts vhich fUKiooaed for pvblieatioa viU he s«nt to the AO 
fbr refersnce to this Fanol as required* 

d* Zn referenes to type crypto systerasy the tcnns "low grade" , 
"asdiun grads" and "UL^ grade" are often used. Definition of these 
eotegories are as fbUeani 

(1) low-grade, adj. Pertaining to a jBrypboaysten vdiidi 
offers only Sli^tit resistance to orypbaiialjsis; for 
exas^ilsi (1) Plsyfiair ciphers, (2) Single trana* 
postblon, (3) Uneneiphersd one-part oodss* 

(2) medium grade, adj* Pertaining to a ezypitosystaa tdiidi 

offers oonaidsmble reslstancs to eryotuialysis; fbr 
eocBmple: (1} StrLo niptasrs, (2) Pi^lyphase transposi- 

tion, (3) Unendphered tMO-part codas; (Gf» low» grade 
and hirfi-grada. ) 

(3) high-grade, adj. Pertaining to a oryptoi^tem idiich 

offers a masdjmon of rseistaiuss to oiyotanalysls; for 
example: (1) Complex dpber naohlnes, (2) one-time 

aystems, (3) Unknown two-part codes enciphered with an 
additive book* (Cf • low-grade and medjUBtwgcade- ) 

8, As a means of furth<ar assistant to peraonnsl within NSA the 
following elassifieation guide lines have beoi eslablidted* Remsober, 
hoi(ever, thagr are ohly grasral in nature and cannot be applied to specif 1- 
oally each dLasslflogtlon proULecu Utilisation of these guide lines can only 
be dons through analogy, ocmparlson and evaluation. In any eteib the class!- 
fioation of a given item of infbxmotion, siudi as training piblicablons, will 
be SOIBLr OH WS OHH ^ICRITS^ q rj p 
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EO 3.3(h)(2) 

PL 86-36/50 use 3605 




I X. A erypbanalsrtie orocesa viMdt is indleatitre of spedLfle success 
on a particidar foreiffi system. 



2. Traffic ZafcsGLli^eiiee Involving call-signs or messags headings 
enezTpted in codes or ciphers of security* grodliig. Escesptions would be 
listed sepsratsljr* 




1. 1310 detailed mission of a COKDiT agency or a ma^or component thereof. 



2. tha rsdstence of peace-tiiite collaboration in CCMZNT matters betviean 
U.S. agencies and other foreign epTsmoents, eoccept the U.K. 

3* InteUigenoe derived front the cryptanalysis of high-'gi^de foreign 
cryptoaysbeaB during World War II, orovided the reference oaimot lead to 
inferences as to the specific systems involved. (Sea exceptions, paragraph 5, 
Section II - TCP SECRET C(^v'0RD, and paragraph 12, Section VIZ - UNCLASSIFIED.) 
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4* CodaMopds a'*nlioDbXe to Spodol InteUigenoe and SpeeLol Weuthor 
Intelligenoe. 

5* Dlsc^sures of both th« identity and details of the eryptanalyals 
of low-grade easay mtUtary eryptocyatems duzdLng and after Vtoild War IZ, 

6* Material ImDltiqg aenajtlre ooUeotion procedures or the revelation 
of euoesBs against umisual or aeosltive traoBaleeion sroeedvres and devices. 

SECTION 



1. TraiYio InteUigsnee derived from the ansGLysis of foreiga eosiauni- 

4.4 4* « w EO 3.3(h)(2) 

eatlo« .nw a Septarbw 19U5. pL gs-yb USC 3605 ■ 



2. Teacba inforaatlon. 

3* XntelUgenee derived fron study of 



except as noted in 



paragraph 4« Section II « ‘TOP SECRET 00QElilGRD» and paragraph 6» Section III - 



TOP secrf:t. 



SECKOH V - SECRET 



1. Intercept asadgnments. 

2« Intercept and D/P nlaia and over-all. operational effeetivenass of 
intercept and O/P organisation us a tdiole. 

3. Osneral reference to the fact of cryptanalytio success against low- 
grads eneny military cxyoto-systcos during V*>rld War II and the Korean con- 
flict, without any detailed desexiotioD of the cryptanalytio methods used. 

4* Details of trafCLe amlysio as applied to sMoy eooniunieatlons 
during lilbrld War II* 

5* Dssorlpticm of equipment peculiar to intercept stations. 



r%l rJ 
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6. Detailed listing end loeation of US Servloe operated Intercept 
stafeioM. 

7« SxlstMae of peaostis» eoUdx>ratioa botween the US and UK (GOIQ) 
in the OCHIKT Held. 

S« 411 peraeoael reports for the enUre Ageacf * dtlliaA or nilitaiy, 
nfaieh imtt d a ft a antlxarlMd or actoal strength fcQr orflHBlMtiefiQL eleaent, short 
title or egpiiBol^ or fagr lUnotion. 

9* Oodesord applioeble to Treffle Intelligenoa. 
liO. ZnibnoEtloa rslatliig to an entire pystem of OTSpptolagio 
eqaipanat. 

11« Gqpptamljtlo ihort tltlee* 

asssmji • 

1. iseoolBtian of operatiaoal OCSfUCT Ainetlona dth apeeille detlrltieo 
and orgMlsations hgr nans (exe^ as provided under fanevmstk 1, Section FIX - 
UMGL4aBlPmO>« 

2m IncdeldaaX intercept and D/F station prodneta md statenents of 
operational affsetlvsniss. 

3. Intero^ited rav traffio that ahomi no ovidMieo of "proeaaeing!’ for 
CCHINf tourpooos. Preosssing dooo not tndiade case notations* fireqnBDoles, or 
call signs. 

4* Intslligsnos relating to 0/F niasion aselgnawts* bsaxing reports 
and fix reports (l.o.* target frsqnsnoles* oallidgns* "piped signals,'* 
other siffisl infbnaation* beaxings and Oxas}* provldfd that no wngllax 
changing ffslVdgi aiiBfesns are Incloded. 







4tli Bevlflloiu 25 Feb* 54 



5« The terno "Uslted States Coenmmioatlon labsUigenee Board" and 
"U*S* GoatnuQioatlm Seeurltj Board" (abbreviations "U&dB" and "USCSB" are 
naelaBslfled). 

6* Flaift-text taetioal oe> operiatlomX traffic proved that no inter- 
pretations of complex changing call-sign qpsteDV , enciphered map references, 
or rosolbs or advanced traffic aneOLyaie arc included* Thia material shall 
include local procedural and local grid and sons asystsaa used for artillery 
direction, tactical control and movsment of front line units, early warning 
and exercise of tactical combat control of aircraft. 

7* bbelllgenoe derived from analysis of radar tracking reports and 
visual observation reports as foisid in taetioal or operational traffic, 
provided that enciphered aircraft type designations or interpretations of 
complex changing call-sign systems are nob included. Inclusion of local 
grid or sons references, local procedural codes used for brevity and plain 
text Interspersed with cover words is pexaissible* 

8. QOXINT ooneeming weather derived from the sources described in 
paragraphs 6 and 7, above. *■ 

9* Speeial ZnteUigenoe frca Naval tactical maneuvering codes and 
breviSgr oodes* 

10* Special cxyptologlc features of and nagnltuila of effort with 
conpubere. 

11* Detailed references to, and deeeripblon of, cryptanalytio success 
a^nst spedflo military eryptosyetems used by foreign powers between 
11 Noveoibsr 191B and 1 Sepbenber 1939- 



SECfflE ^ 
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12. ZnbeUigeiioo derived from the cryptanalysis of the 








between 11 NoveBiber 191S and 1 Septeadber 



1939, 



13. The extent of aoUaboratlan in CAB/tJK/DS C( 
14* The extent of prodaetlon of cxgrptomaterlal 


FCSEC mattsPB. 


15 • The fact that NSA is a^gned 







16. Dtagrams and desariptixme of CCMZHT and CX91SSC eoRmuKLeefeion net- 
works OP relate comnninieatlon fd^ms liiBl\idLng q^rptographie arransaments 
eiccept Hhera highep elaeslfLeatloa ie justified faj the listing of sensitive 
Interoept atatlms* 

17* Consolidated listings and reeords of crypt w a aterlale and crypto- 
holdinsa hy short title. 

Id* The broad outlines of Operational Traffic Analysis processes. 



1* Asaoeiatic^r of IBA with exyptedoijr; aon-spaoifie or hypothetical 
refersooes to Cootmunication InbeOLllguice or (ksonundLcatlon Seonrltgr vdthoUt 
any aseooiation of that function with epeoUHe aettvities and organisatiaDS 
other than the Rational Security Agency as a whole and Service oiypbologie 
agGBoles as a «holB« and assoeiatlott of NSA with the latter. 

2. Identification with NSA of NSA ai;^hor8 of technical papers on matters 
already in the pdt>lio donaln. 

3. The terns NSA Field Activity Far East (NSAFB), MSA Field Activity 
Europe (NSAEtSt), MSAAL, NSAUK, NSA-Ft^ (LANT), end NSA-FHFU (PAC). 

SECRE T 
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4* GUll Servloa <Mb Titlas ani NSA <*(XUaaiil«eitl«D Otandawla Haim&I”. 

5* SSA*« pMMSsdon of cr lnt»«at la eoaqpofcaM or rapid oaaljtieal 
QiacliliMajr^ os aoft^ in PamgniA 10 voder Seetion VI * CONFBENnAL. 

6* Speoiflo oagoponoata at oqfuLpnBXA uadbr roseevdi, if nae of eo m po n an fc 
la not rovaolod. 

?• Saporb of inepeotlon txip to andearad oompeny that is a proapactire 
eontraotor* if no mention la node of actual applleatioiia of oonpooents. 

8. Short titlaa, cover namea, aad coda uorda. (See the fhUewLiig 
exseaptioiiBi Pnragiaph 4* Seetion XI • “SOP OODBiARD; paragraph 4* 

SeetlcA 111 <• TOP SEGRESf paragfoph 9» Soetlon V - SECSStT$ paragraph U, 
Seetion V •> SEGBfT^ and paragrq>h 17* Section VI • OOlfllXIITlAl*} 

9« Gonmiaileationi giving a paraon<B oeeurlty cXaemnea and type of 
indoctxinabion. 

K>* Frojeeta m&jber and titles oeed in Joatlileation for purohaae of 
mterlala when no teehnieal usage la specUlad. 

U* Detailed raferenoa to, and descadption of, eryntanalytle sueoess 
against World War I nilitaxy oxyptosyetofna* 

12* RolSexvnoea to intstLligeisee dsxived frwn cnn^xtoeysteas in whieh 
eueoeaafUl orypbanalyatB has alxeady teen x>eveiaied ty efflotal U,S» aotion 
(e«g*» the Oongreaalonal investigation of the Pearl Haitor ottadc). 

33* Any referenco to ixAeLligenee or eryptanalytio saeeeas agoLnat 
oporatlonaL exypitoeyatema as diadLosad fey foreign pdaUcationa appearli^ in 
the pdblie donain.^ These xwfereneea ahoold be aeoampanied tar the fMirpose of 
clarity tgr the aoorea and be uLthoSt further elaboration or awjaigic&timn. 
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14. Ths fact that HSA. produces and proovapoe oryptoQaterial including 
rotoiBi kqr Hots* tapea^ om-tiaa pad», codes, discs and other 

broad cate®oariae of keying materials, and enpiloya special coiuipnest to 
pxodnoe some of thia material. 

15* The fact that tbs US odllabomtes vdth other HAIO poMsm on GO^OEO 
matters* 




